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iz HN2[E2 Chefet 7[7|Lt ME AAEINAM AZE|D QUL XESXE, 2l=7]7],
MM AL SO B0 [H2tA AFO|EHEQF 2 Aot HF0| ZRHetrt.

loT717],

0| HHet EE0| ¢z Ln2|ES FF2t 2=7| ZO|E s Holste ERx
AX|TH He| BE HA|t HES 2=7|2| ArEat 2H2|of CHet RS FHTICH =7
o AtE3t Ez|o| CHet @AUS E4stFerie FEEQ! HIIE O|o{E £ U0A,

=719 Eel= oY MiFel 2 U BE0| £SHo{0f BICt,

. K-S A 7| 22| A

4.1 XSk} 2tEo| f=7|

S

XSkt 2tE0M P2 7= AtSAE LIRS ECUZE AHEot= A =2 OtL|EL, XS
xfet HEE[= Q8 J|7|Lt M= MEHTE AEStE Y27 EMITE AHSK} LIRS
ECU7t AE0tE 2 7|= AtSAL 2R SIS floh AHEdts &=27|eF AtSAte| LR
HESZE ?lol AFESt= 2717t UAS 4= AL 0|2t= EIHZ, ECUL| A[ABIS B
ot7| flol ArEdt= =717t ArE L) XtSAte| 28 SAE flol AHEE= Y=d|=

= A S A =
QE SHlof ZFRLE B0 Wl 52| A=7|7F A2E = UCt XSkt LR HIES
E |
3E Qi MBElE =7 XSkt R HESRIS 7Y HE H7tof m2t M=
CHE =27|7F SAI0| AHEE &= ULE.
Key Type
IEWRER Hsagpaahiey Symmetric Asymmetric
MNetwork Server TLS Handshaking o]
Code Signing | gecyrity for OTA update 0
Server
PKI Infra Server Certificate Management 0]
Security Authenticity & Caonfidentiality for Security 0
Operation Server Operation Server
£ipacalion Security for Connected Service A 0
Server
ECUwith Ext. oy o lyandshaking (mutual TLS)
Connectivity
EC™ w'th .EXL Security for Connected Service A 0
Connectivity
ECU Master Key for Vehicle E/E System Fal 0
ECU Master Key for ECU System A 0]
ECU Key for OnBoard Communication 0] A
System Security of ECU
ECU (secure boot, secure flash, secure o 0
access, ...)
External Device Master Key for Device System A 0
External Device Security for Connected Service fal O
System Security of Device
External Device (secure boot, secure flash, secure 9] 0

access, ...)

Figure 4-1 | ZtSx} 2Z2| =7] oAl
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f1e| o|Al(Figure 4-1)= XrSAL 2HE0IM AFEE = U= Ef%@ f27(9 G2

HoEL 2=7|= 7] GA0[ALt Bt | A= HEE 4+ UCt. 29 oA
N AEAME SiE SA0| ArgE = Ao, HFE[X] §=Ch= o[n(olct. olE =

ASKieh 2| F 2221 MH|A WA 7io] AAS 2[oh AS0|A HILHET| WA= AHE
ot 0| LEEO|LE CHET| A 9] 1SS AEdt= Ak 7tsolth= AS 2lolettt

Akt 2HE0A A8ElE Y279 SF7F CroA| EMOIXT, 2E YIS
K-SKE M Z=ARZE 22[5X]= 2ottt AFSX7EV2X S48 Soll T2 (A 3, CIXIE 7,
Z loT Mo S| MH[AZ AFETITHH, 0|5 MH[AS AMEE|E P27 |= RHSKE M| ZAL
t BE As #elg = gict o tHEzo| AtSAtE EE 71714t 2 TS| ADFEE|

L, Oo—

HXEE L27|= XSKEHZARS 22| "0 £5t7| = SiTt.

[k

t2|2] RtAbe

ot 2t2] (Centralized Control by OEM)

|

4.2 XtSKt 7

4.2.1 OEMO|| 95t

h

AHSXE AHOA 2B KL FIZAR] OEME| HEH0| O ZRICt £, AHSXE AL
O|HEQHS HX st UN Regulation 155= XHSX10f| AtO|HEOFS ME38H= Zi0]| CHt
MolS OEMO]| £0{sta QUCt. %E% HIZot o8] 2 =717 MAe 2t HEET
XtSXte| AtO|HEHOtS StHEOF 5= 2| FH|E OEMRE #7-stL QUCH.

K-Skt 2HH0l A AFOIHE QLS 2HHOHA| St EsHE A2 02 052 Y0|H, ¥=
7|1& 2elote Ax i 0242 20ICt. 2= Y=27|E OEMO| 2[5t 7| £2| EX|7t
EO0[oiE & AKX, STT XAt LY =0 2= f=27|E OEMO| &2[5t= A2
X §iCh BE SAE EE[6hs H2717t US o= UL, AtSKet ARE= 2] 7|7
% IZ5h= 7171 MZARE 22[5h= 4277t S =2 QO XSAtof| 2E, 52 2H

O = XtSKte| AtO|HE Q| &S O|X|= @f=27]= OEMO| &5t 27| H oM
01I Hefote & 20t0] XSt AtO[HEQH| TS o| F HMelS OEMO| 2tg & U

O{OF BILH.

=]
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4.2.2 7|2 MHZETI| 2t2|(Key Lifecycle Management)

of che| XAksAt LROl= B2 ECUZt BRHE[ 2, SHLte| ECU QM= === 7He| &F
2717t ArEE = ULt OEM YE0M= HHE =2 = 7|E 22[3H0F of= 0{21=20|
UACL ECU L0 MEE= Y=27|= ECUS| ‘Hit DPHO0| M RE 2t2|=|= Z0] HIZE]
SFX|2, O] HAIE #/2 =7t OfLICt. OEM2 H2 BF SEWQ} HHHO0F ot BF
SaAE2 7|gel 2o HReh 2of QlTatof &0 I
&0l Xt0[7F ZXH5H/| T2 EEH ! =27 22 O{ECt XtS K|
M AFEEl= B2 g=7|S59] Mol tS2t5t{0F STt XHSKI0[A
MEElE Y=27(9| o= Tl B, 49| e27|= 229 HoliFr[ol M2 CHE

Lo

HEofl 0 S =+ UL %*§9|9| *”OH 7| jc*O*OI
5210

-

St A ol

—I—
—_

ot
=
rulru

nl
il

Il
Iru

- A
(0] 10} —-—
Ot
rr o2
s\
ro

mu
il
m
OF
m
o
H N
In

|'0I-

ik
0%
of
rir
Jal
R 0=
=)
o
Rt
o
_0
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S Ett 2E RE=2 & 7f §0 I 2tHE[0] %1010F':.'_f 2ol EX7t Zdotx| 87|
= 0lCt.

4.2.3 47| A2 MEMa CfFM HMZ(Providing Granularity and
Variety of Key usages)

ASXE2E AEdt= f=7|= ECUSE B0 ) THISITE &7 |7t AFEE|
2 gue|Ea 4279 37| Chefottt. OEM2 Ciefotal B
EE 7| 22| HAE 230k SITH 22 ECU7L 22 X E 2l YST|E At%H=
ote, 8-S MESlofF o= 27t JMHH 27| F2oHA HEots A 2R
OfLt.

f=7|= Ee2lol 0|7 ofX| 2, &&89| th&fo|7| = SiCt. &f=27[7t §*REI7I
Bfe &n2|F1 279 M7t BRI XSkt Crdet =7
= ENE|En 27| MEAE 2leh X0

=

=

| ef
20[9| 7|2 d= LI2|FES AHESH= ECUZ} Eot 2
2

AtSkte| EF21= 1T 717|2] 3710l ol otz ZCt. XExte| 71 dEFI| St
off X|FHQ! 2ot F[eFHo] ZAEN @fe LN=|FO|Lf jf=7(9] AFgS Z=Hdl0f ol=

tsd2 EotEX AS + ULt
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4.2.4 gHSH HoPE M (Flexible Security Policies)

H27|= HAE 2 M 2EI=I00F 5t 22| fIBHA=

= HOFMAHO| Q10{Of &t
Ct. XtSkte| 27| oYM OEMO| 5 #2|E ot= 20| SHIE
|

A, AbSkiet HE

El= 2/F 71719 MIZAMLt 2221 MH|AS MESdh= FHT ArsAte| f=7| 2oy
2 Zetstodof Stct. ol2fet M2 7|EQ| IT &Z0M st iz 7| Hobyg it CHE HE
GACt. XrsAE 2tdel i 7| HoEMOo| 7kxof St= SRt A2 fHR0|C

ASKHA A A El= Cret ®Iof7[2t Chefet 80| AFEE|= CHefet 27|E 2
25k= WES 7| flol 2eHEMo| RHBI{0F Sttt THE A2 &t

0=
o
7| WZO|Ct XtSAHE Mitet O|= 0| MZ2 Eot FoFH0| HAZ|QUCHT MZIsH AL,

M2 29t F{oFRoll CAXSL| SIoH XHSAte| 27| HorHHS 2MsHoF BiC,
S0 A olof] 22 $22 Z7KHof s, P Lol 27t ¥
S8t 4 2I0{0f BT} BOFYMO| QOISHS HOFYA XiX|o| QBT CiZO| HOPYAS
XIls

H

H5h= ECURE LR A|AHI9 RHEtS 2h+{0F Sttt

frﬁ
o
m
@)
C
S
o

4.2.5 23 7| A0 st M2 Mt 22| (Access Rights Management
toward Key Usages)

XrsAe| LiR = B2 ECUSO0| SEotA| HAE|0] UCE. StLte ECUO|= Crefet
A7 M8 S0 et B2 =277t MEEILE ECU| MEE[H = e=r|= Kt
AL EX02H ARZE[0{0F 5t1, A= 7| AFES 2ol H2ok= F=H|of| thet H2XIo]

rot

T QI d27|9 X[FE AHE 88 BloL P2 7|E AEdte A2 Eotof &
o EXME 22Z 4 1, A= 7|0l M2St= 0| S{EE[X] g2 FH7F =70l B2
ot A AL ZXHIE 2 '9 7= #lo] =it

f27|0f] M2Sk= FHM7F SHIE tdo|1, B2 E F0k= Y2719 X[FE A
8 8ot A= 7|0 MZots FAIZ7E AHES A} 5h= 87t SRHX|of Thet =hel: &
Kottt dolel Y= 7|of st MZEet2 HergMO 2 7|&dte] 2e|e = ALk H
= dot ZH2[E 7[R E NS o= A2 OS We| Het 222 A =
Hut, 88 2LEH 0| LR HEHE HEZ FoiE = 1, 1 [0 = Ciefer S
O AS & ULt ECU L0 MEE[= H=719| ?lX|et &f=7|E EEt= FHS2 5

]

—

=0j| w2t e WAlS Metst & Qict,
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4.2.6 27|29 QtF St X{E(Secure Storing Keys)

A27|E QAESHA XEHSH= A2 FALLE SRSICE ECU LHRO| =27|E o
StA| M&St7| s HSM(Hardware Security Module)2 AHE3t7{Lt, ARM core
7|9to] TEMANA TrustZone 7|&2S AFEY £ QUCH.

27| Soll= AFHol| MZE|0f QUE 20| OfL|2}, AR M=o JE 2= &
o MEA 2S0X|= 27| = AL HICHEF| 7|8e] 7| uet T2 EZS Sl 4y
MIM717F O1~ Al=|ol SHERICE Of2{et 7152 S8t MEATF EXHSHR| §EX|T
Skd, ot

ot

—

me H op

0x rIr

S XEHOZ ALZE|0{0F ot/ | miZof| b et 22| 7F EROIT.

2= 79| QhHet MFHO0| ECU LIS K202k oY
HM =S| ECUO| 0*29|E AX[ot7| flsfl &=
CHH, ol 717|= 2=7|E QHESHA | X EdHof o

o= Q87|75 2= Ef%ﬂ 2717t MEE
HAl M =[0{0F it

ofl
(o]

= A2 OtL|Ch ECUS|
YAl MEot= 717171 254
CH&Ol SHEetit. AhSAtet

of, 2R717159 e=I|=

o r8 rot rx
i =
4> 1o U
z0 40

= my
o}

4.2.7 27| Ar22| 2L|E{2 3t ZEAH(Monitoring & Auditing Key Usages)

| AEE[=X| ELIE St A2 SQEHX|T XS
Xtoll ELIE™EE ME6h= A2 &X| Lt XSkt LHRol= B2 ECUZF EXSHX| T &2
= ECUZt ZL|EHE M| H& 7tset A2 OtL| 7| iZ0|CE 2& ECUZ ZLEHE M
Hoj| HZE =+ QLI SiHEHE, XIS P—I I HERIA 7te8d TN 28Xl &t
2 OfL|C}. IPE*P I-H—'?'—-O—I A 7| A MEHE TS| 2[6H, XtSAtH LR ECUS o| e
25’| A2 MENE ©ESHH XSt LR ESt= ECUZt BRSICH XtSXt LIS
US| AR AEHE —?—’él°+ ECU= 23|0HEIA (telematics) ECU 52 Edl{A| %’gﬂ
HZEAS BLIHE MHZ ELEHE MEE ME&g + UL ZLEHE AH = 2=7|9
ALE MEl| MESE =7 oty WS 27| AHE0| MASHK| Xt AlE|IE

Bl o= AL

XSKE LR M 27|71 OofEA
=2

EEAL M ZEALE 2279 HoHF7 (oA HSHE HE AFASO0] 2ot FHof| 2{ul
E|X| g1 HED| O|FHF =X HESH=E AAF HAIE =011 2FLLZM XHSKH2|
AFO[HHEQIO| ZH—SHA| 2| =1 Q=X =heleh 4= /It
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4.2.8. 2t ™| Z4(Compliance with Regulations)

XHSXE AFO[HEOHO A UN R155= £ #H|0|X|2E UN R1557} RS At ARO|
HEQto| R= ZHE BF B = A2 OILICE £, XSkt 2 fet HASH= M|
A0 M= ST AH| A0 ESHE AFO|HEQH FFo| EXE w7t 30| /UC}. XtSK7E &
AAte| 0|5 &4 HEYIE AHEot= L&A MH|AE EfX|stn JUCHH, XSkt
HZOHEIA ECUE RED UIER3 T2 =79 22|12 2ls S4IALe| Eot 70| =2f
OIZ wtatof st M7|XE7F PNC(Plug & Charge) 7|Hte] &F MH|AS AIETIHCHH
PnC ™ MH|AE |5t AfO|HEQH J|ES THESHOF StCt. XtSX7H XHgk L 2|
(In-Car Payment)E XMSSCHH, AX| AH|ATF @SH= AO[HEQE 7|&E THESHOF
St

XrsXtoll 2| HZAHOo| BotX| 1, AZTEg|o{2] H|E2t H|o[E 282 240
=OFX[HA UN R155 29| CiFst ﬁLIﬂ = HXS= 27t soLtd QU
CRA(Cyber Resilience Act), NIS(Network and Information System),
RED(Radio Equipment Directive), Data Act §2| R& #HS2 XtsX10f| E3tst04
HEE A2 otL|X[2t, XtSAHLE ECUO| &g D|X| 1 UM FEt 12{7} 0| F A
Of siC}.

S
01IA1 A2 Hot FHolEte ZEtE|H 2t El XSkt 2ot #EE JHE 4= 5ol §f
O{A, XtSXte| AfO|HEO 2E|S Saat e 22||0{0F oIt =7 22|= Ao
HEQO| g Sy Xel R4S F9| sttt Sa2at e 2t2|=|0{of Sttt offH &
= SEAPL Aitet ECUO| O 2f=7(7t O WHOZ HAX|E(0] AZEl=X] 22|=|0]
OfF SIT}. A=7|7} A= 2rdoll EAE 22t ZXl= ECUS| Heo| YH|0|ELt 4
TEQ0] 0| EZ Hetz|0{O0F StCf.

AESkte| SEY2 +H2 FES0| ASAE ZRIE[0] 28| X[0f|A| HOHECZEM
ELIX, f27| 2= O 0|20 227t E[0{0f STt XtSAHE 2dst= AH[XL
AMESHE MEIASH| ti2f ME2 &27|7 EX|=[a HAE = JAT| ufZ0|Cf. 2tdAt
MZ=AFE 2H[XEE RESALE 2dSts Setof| Edch= gf=7|9| WHEFI|E 2L EZE St
o S5 AEMO|A 2H2|SH0{OF BIC.

l_°+>

U
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4.3 7| &2| S5

Xt L ECUOIM ALEE|= i 27|18 7| dFdts T, ME|A0 &=
7|1E ArE5t7| fIgh ZH| A MH|A0 H2T|E AFESH=E HAZ FEE 4= UL
O] & M2 A=7|of HoliF7| 22| oM O| RO MO ot 2, +~EEl HoFgM S et

Of SIC}.

Device Key Initialization

Service Bootstrapping Service

(Service Enroliment) ration
Key Enabling L - Ope

Key Generation  Key Installation

Generation

5 . S Destruction Registration
ymmetric KE}‘ ystem . .
r Suspension & Revocation Key e SE'?U"TY PO"QI'
i Management for
Asymmetric Key System Backup & Recovery Lifecycle Installation / Distribution
(Public Key System) Key Management

Rotation / Refresh Enabling & Use

Monitoring & Auditing

Figure 4-2 | XtSkt gt32] 7| 22| =8

4.3.1 Device Key Initialization

HE SEAE ECUS| SIESIHE Aitstn, He ool AZELNE dX| 2=
otH2te ECU= WEEl = g2|ES #3507 fIeh ZH|7F E[0] UK §ECE ECUZE
Age A=7|7F HX|E|0{0F ECUE= CHE ECURt HASHALL, XtSX} Rt HEY £
ALt ECU LHFS| AAE Ho E 9ol = L12|FE FSOIHEtE =7 |7F X g
OfOf ofCf. O] 2pEo|M EX| == ¥=7|= ECUS| OrAE F|Z2 X ECUS| CHE = 7|S
7| 2Tt 7HeE MEE = UCE T2, MH[AE 2[oh Al 27|22 EX|E2

|AE flet 27 |2M ALe == QAL 7|7]0f
= 0| T2 7| ¥y, 7| X, 7| gdsief

Service Bootstrapping ZH&0|A AH
ols7|Z MXIsIe] 7|7]2] X7|8H= Ok
ME THA|2 L EE|H, 4.4H-0)|1M dEHSH= 671X RRE 52| otLtE #3iE & UL

20




4.3.2 Service Bootstrapping

O] IHEE2 ECULL XtSXI7t MHIAE BAHXOZ AMRSH| flsf Hett Z=H| 1HH
O|C}. HHIAE HS5H= HAlE MHO| ECUZt S8E&[= &Y = UCL ECUZL AL
Sh= MH|AE= XtSAHe] ECUS 2|5 7HMIE HASH| 8 21T QUEEIE MH|A HE
7HXA| 5“1} Service Bootstrapping® ECUE AH|A QIF Qe SESCEM
ECUZI 7IX|11 = =718 MESIH MHIAE ABE 4= JULE dF7L, MH[AE
i AtESH= B o YZT|E IR Hg gE
XtsXh= MH|A QIF QlmZeto| QI8 &
(4.31%)= Sl A8 5{7HE =78 %*%ﬁ@
2R M ZALS| E2E WOt ECUZF ERel 2=
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4.3.3 Service Operation

ECU7} A8 2 MISE B8 HUIAS XI4HO2 MBS EPOICk ol EbAo|
X EQFERI0] M Hio | Tfet QHS 7|2 M2 MH|A 7|2 HAlshop T 4
AUCk Mulae| B8 42 i8] 21718 HYF e 2o] W A 2k,

—

(o]
ofzfet H= S22 d=7|2 IE PO 2k QHESHA| O| 20| XOF SiLt.

oH

4.4 A=7|9 x7| 4¥ nd

ECU UR0| &=7|S x7| gt g
67| YH2 Y272 £7| EFol= Z= YYS tHSH= 20| OftL[2t, XkSKE LA
OflA AEEl= CHEXMQ! YHSS ottt Ch39 HES2 M2 O E &3 HES
XA A, HES ?loh 2ot 2HF0| 27| 20| 2EEX HZEAR 25 S5AS
etZ0f| k2 AEHSHOE STt 2EIXE MIZAF M= Lol BE SaArRz g=st=
20| OfL7| W20l Y= F5 S3A0 Mt M2 CHE RS MES= YHE

112104 OF SiLY.
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4.4.1 OEM-Generated

OEM-Generated

KMI (Supplier) KMI (OEM)

Key
Validation

Integration

al
HoM F=7|E FRSCL 2277t FRIE ECU= XtsAe] 2522 ZEED, XE
RO Q

M 2td
UAE=X| HdEeict.

HIZ=ALOA| 2=

O ZEOM BE S5t &
7|1S HOtM EX|E = Q7| mE0| | §5’|°I HHE

=SB VI HEN BRE S oM Z=7]9| ’SEW FEEH f
12 O|0{A &= QUCH E59, HILHEF| AMAERE AEots P=7(21 727 |2F o7H9| s
O] RO HAOZ ECUN| EX|ot= A2 HICHET| A[A-Q QFHES IA SHE = U

Ct.

T
Do_'_

o

I-U_ZI

4.4.2 Supplier-Managed

Supplier-Managed

I;P KMI (OEM)

KMI (Supplier)

Integration

\ECUJ

Figure 4-4 | Supplier-Managed 22




oM H=7|E F

BE SVt =275 ddst ECUE difst= OtX|et 33
ottt 2277t FYE ECUE XtSktel BREL=Z ZEIE(L, =& 1FF0A 2tdAt |
ZME BE SEAMERH 22 Y27 YEE AESHH ECU U0 =277t eHo=
X =] J=X] AELITE

ThAI7| ASAIAHOIM ALBEIS 57|S 0 2
X HIZAPZL CHAIZI91 9712 2| Hlof 47| RF
HICH7| ASAAHS ABSHe FR, BE TIALS JHRI7IeH B M MAstol
MAE 7|2 ECUN AXI3tR 2747 x x

RIZAHS ECU L9l 712 AZe 4 XIS H2I7|2 & 44 glof 2ot TS 5

4 Uk,

4.4.3 OEM-Refreshed
OEM-Refreshed

KMI (Supplier) I/\P) KMI (OEM)

K /u\ '
ey { Key
' p ) Validation \ Q @ Refresh

I

P Integration
ECU |

Figure 4-5 | OEM-Refreshed

A9l Supplier-Managed 22 (4.4.2E)2 B2 ZZA7t 2t El XHSAF LIS
ECUO]| &X|E 2=7|0f Ciet HEE 21 QUCH= EHEO0| QUL OEMO| Xtk = 7|
22| E 25T MAX0f 57| 20| 2tXt M|Z=AF S| 7| 22| MAE 2tEst=0 2
0| UL O|E dAst7| o 2HMEX HEAHE B2 SEAIRRH 22 27| M
E A8310] ECU Wiof| =77t HMX o2 HX|&[0 J=XE dBe = MER 2=
|E M-dst0d ECUO]| AXIICE,

dob T
P

U

55 S5AHECUN XS AXet ¢=7(7t thiE7| 22 HItiE7|2 R0l &
80| ECUO| MEA 2X|5t= 2= 7|= thE7|et HItHE7|E 25 X[# 7Hsottt. 71,

=A7FECUO| tiE7 1S BXJsi M SSUCELE, 2MEXF MZEAR=E EX[El tiE 7]
A&¢ct = HILHEF|E MEA EXIe & Uit gt 2, 85 S5APFECU| HITHE |
RS M SSHUEEE, 2MEXE A=At EX]E P27|9l SH7|1E HEe = M==2

[HAIF |12 MX|sHs T JHSSICt 23

10
O
0>

e

olr
o}
o



4.4.4 ECU-Generated at Vehicle Production

ECU-Generated at Vehicle Production
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Figure 4-6 | ECU-Generated at Vehicle Production
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4.4.5 ECU-Generated at ECU Production

ECU-Generated at ECU Production
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4.4.6 ECU-Generated with Autonomous Key Update
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Figure 4-8 | ECU-Generated with Autonomous Key Update
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