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15.9 Risk treatment decision N
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- Cryptographic Library

- Secure Boot & Remote Authorization
- Secure Updates

- HW Trust Anchor

S4

Secure
Platform

- Message Authentication, Confidentiality & Data Integrity
- Key Management

S3

Secure Internal - Traffic Flow Control
Communication A 2 x
- Malicious Traffic Detection

- Privacy and Data Protection

S2

Secure

Gateway - Network Security

S1

Secure External
Communication

End-to-end In-Vehicle Systems security

o | Ecu | | ecu |

> Gateway ] I

External Network Internal Network

N

1 &/: Layers of security and related offerings by Autocrypt
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Types of Testing

+ Software static testing: 7| 7i'Z CHA A £, HIEH QHEZS &l
Vulnerability Scanning HZ HAIQL 22 Z=Q ZXH|E ROtLof 7)e A|ZtS

+ Software dynamic testing: ZIEt 2! 240N ZEE HAHSIO
SH Mo ZE Y HOF FUF™ S HAESHC

_ . REOHA| ¥7LE golo| HO|E(fuzz)0fl Eiet EIAES S S=,
Fuzz Testing H2e| £ U HIf3 IES DUEYBICE HY2 FYOIE|X| g2
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Penetration Testing | g i
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AUTOCRYPT H & AMHlA

UM FHE0| 012 BTN HASHE FS B2 QI3 M B TN AT 1R M2t of
2a|7t of2i 9™ 4 9UCk 023t SRS HZop| 9ol Autocrypts HIZMILL SIS X St7| 2Ast v
DEo| AXIEE OXYTHK o ZEH X 2t TS HEoI0l 78 F42 BIs}s forg MBIt 0[S
Sof MM BIYHE WA H CARE A K|S £YHS YopE » AC

Autocrypt= ISO/SAE 214342] 2t THA| S wp.29 #7830 CHE3SH0] SiY MH[A 3 HAME MHIAE H|

OH

stk

—

Autocrypt Comprehensive Management Model

5. Organizational cybersecurity management
6. Project-dependent cybersecurity management
7. Distributed cybersecurity activities

Concept
Phase

Cybersecurity
Validation

Production
Development:
Integration &
Verification

Production
Development:
Design

Implementation

Production

O D

Operation &
Maintenance

Decomissioning

Continued Cybersecurity Activities

Autocrypt Solutions Offerings

CSMS /1SO 21434 consulting
TARA (Threat Analysis and Risk Assessment)
OEM requirement analysis
Security design & engineering

00000
00000

Security solution implementation orting, customizing)

8 &5 ZENA0Es Be 74
Zgdoz TSty MZYEMe £F 50 et
Autocrypt2| X| 20 CHoH XtAM| S| AT 2Lt

247t UX|TE, Autocry
% 22N
=T

Vulnerability analysis and management
Fuzzing test

Penetration test

Incident response

Production-line integration
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@ CSMS/ISO 21434 consulting

Autocrypti= AtO[H{ EQF 2| K| AH[(CSMS) =1k WP.292| R155, R156 1178 X ISO/SAE 21434 &

42 9% HE HaY HHAS RS

o TARA (threat Analysis and Risk A

) & € OEM requirement analysis

2 O] UHOI TARA ERH AL BOt HETtet HZ N RE0|7| Bot B2 AlAH &0
thot Batoh et MASHT

n 9.3 Item definition
$ TARA [Threat Analysis and Risk Assessment)
9]
2
o 9.4 Cybersecurity goals
@
v LN
© #  15.3 Asset Identification
L
o
- » P - "
o r 4 15.4 Threat scenario identification
@
8]
c 'Y .
o ?  15.5 Impact rating
g Perform an analysis
([RQ-09-03])
':1? P 15.6 Attack path analysis
~
I:tJ ¥ 15.7 Attack feasibility rating
4
8 P 15.8 Risk value determination
De‘e'“‘i"e(["fgo’gj'g:sm options > 15.9 Risk treatment decision
Specify cybersecurity goals
([RQ-09-05])
9.5 Cybersecurity concept
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Em vnhnn vn.-o Enumerate 'v““Q  Enumerate ‘v.mn_ Enumerate 3 e adats T:%m“ damage leads 10 [0\, od ueer. In this case, the informution
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<x 3 ybars 10 oxpests 8|Confidentist | 11 ] OifficutiNons. 10 | besgoka 9 L L.
—M L] [The sperational damage eds o mm”"‘"“'”mvu
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v F.A.I::k o e 2 S s ot e St & P il
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20-24 Low 3
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Figures: Post-TARA analyses reports (sample only)
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© Security design & engineering

74 Sl ot B o|=0= Al 27, 7o A T A TdE = Z2M 20 Fe £E0
TISHEICh
- O

Autocrypte EQH 28, © |’k Hof, o A& ADot= S22 SAE DPS, Yok, CAN-
IDS/Ethernet-IDS & E'T'é Ol AtO|H EOt A|ABRIS Joig = Qe MBS 7WESHRULCE

Static/
TrustZone App Pen/Fuxx
il i ﬂ \“*”" | | s | o | S | iy | S | S

' Secure Flash
2 Mcu ASK v
3 HSM v
4 HW v
5 SW
¢ Secure Flash
' HSM(TrustZone) v
N os v
] Secure Algorithm v
10 cPy Firewall v v

(AP)
” Communications v
3 Personal Data Protection v v v
" File System Encryption v v
1 0S security v
g Mobile app security v
] SMACK ¥
19 TARA

@ Security evaluation v
Non Pen testing v

Functional

2 0SS vulnerability analysis v

a Fuzz testing v

L4 4a A
<~

“

Figure: Security design & engineering items (sample only)

{5 ) Security solution implementation
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AutoCrypt IVSE ECUO]| CHSH Z5tEl &0t
34 AMEE X[t

Autocrypt= IFEL{QF gE5t0] Xt LY A|2—S Z2Y + As HES £F4 =g 2 oottt

S N

Secure Boot o
2 Secure Flashing (OTA Client) (o} o (o} (0]
3 HW-based Crypto Lib. (o} (e} - (e)
4 SW-based Crypto Lib. - o o -
5 Access Control (e] - - -
6 File System Encryption (o} - = 3
7 Host IDPS & Firewall (o} - - 0
8 CAN-IDS / Ethernet-IDS - - - (o)
9 Etc. (customizing tool) (o] (o] (0] o]
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© Vulnerability analysis and management

Autocrypte FAES HXAMS| HAASH| fIsh X2
RE &AL AT EL0J(OSS; Open-Source
Software)| FA4ES XIS &2|5t=
AutoCrypt Security AnalyzerE 7§25} SICE O
s 2ZEQIN /Y =3 F7((SDLG; Software

INPUT EXTRACT DETECT CORRECT

CQW vo:o% AutoCrypt* SA Engline @@
- @

|
O

Cloud

Development Life Cycle)2| Z& EHAOM e = 'F T Pimenastions
T s 2ZEN 882 FMAM(SBOM; Ovsremies | B
Software Bill Of Materials)0| 8 A5 H=SHA| 5 ~ saom
Al R Ol LB, o =
Au!gCrym- SA Eiconse s itk i
canner
5 © Fuzzing
@!’T* -3 ;»
mport Engine uzzing Fuzz EliEt I:HAOI‘ EE:LE%IO‘”

DBC & Test Cases

Client (CEM, Tier-1)

.
N

CSMS, DB Update

Report Generation \

Log Update

© Penetration test

Autocryptl| EE HAE (penetration testing)
E= "pentestlng"° o 2 7T ALY =
E'Oﬂ ofsff X|@ECt e B2 =HE e

Si71S2 PAEIO oD, B2 AlLRI0S
S7fotn A~ o Hormg Wl

24 ALz Sus

m

b

| H

1 E/(2E%): Autocrypt Red Team comes in first place in 2021 Cyber
Security Challenge, hosted by the Ministry of ICT, Seoul, Korea.

(OFef): Autocrypt Red Team cycle process for pen-testing with client.
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xSt

Security Fuzzere Of J—LEAﬂAE =N
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to] =A% :"é' RFRE Hot=
AZEQI0 HAE 7|HO|C} AutoCrypt

Client SUT (System Under Test)
. \ *After , head a IVN (cany
@ Tagers [ Goats = Target ;  Target |
Patch | | EE ECUs \ L0 [ o
@ Scope 6 Timeline A | - s
P"_T it Software Types Review & Reporting VI p46ad Uay)
¥ Vunorablity Origin, Reoscuring Condtions | &
Deliberation v Vunerabilly LevelCVSS) [ Interactive Roat Shell (OS)  «
¥ Patch Molhods. -
v TeatCases
White v Failod Exgloits 2 widi 8 BT U} Ohers  Auack Surtace
i 3 i
RED Team '
a —_— S a8 Attack Surtace 3
Source Code | x [@ Idantification {@ Intrusion
* ‘ﬂg Dosign Docs J | Tmest [ OrcalmoSDa | = Data Leaks |
- " Modeling Kentification . 4
sunnlo w T ] & ——— Ll [ w Remote Control
Vulnerability G Vuineravility 4
Analysis Kentfication
L PR i 2t o
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© Incidentresponse

AutoCrypt vSOC= At Wit £ 22| E 2[5 CHE AtE I-H A28 2ot E240 obi| M-S €t Of
SAZ2 YN0 MBI 22 ALEAL AHEO|AS MEotH, MEYNE 2ATH2Z Y
QIEE|HA0 Ciet §EE &S 5 ATk

(AUTOCRYPY, ysoc

wie

1l

O Admind01 v

QOverall Trends Region Tronds oee - ®En -
Man
B dvectione  wwans g ok densxtonn) [ T e,

Mantasing

Treeds Anatytics
Detection Log 1

1 1
Policy Management 3
Vehicle Mansgerment '
B e R e e o g - T ber™ v et e
Tpatem Settag
Vehicle Trends KMHTBAIEPOAL 29856 Q

Singularity Anatysis

M‘/\M\/" VS

—1/: vSOC user interface (sample)

@ Production-line integration

MAFCHA O A, Autocrypts 7| 2| A|AEID Z7) 7| QI ZEHPKI; Public Key Infrastructure), &t
FEAEZ(SBS; Secure BootStrapping)= Z&?

Stk A 22M2 K2t

Service Provider

Partner

: Key verification Service Key information
bSerI\(lch —_— security
acken infrastructure
Secure
communication
(Authentication / OEM‘
Encryption) infrsaesct:jurgure T
Key verification Key information
ECU Key information
@ To end customer ﬁ Product supply “
& P
€

ECU

OEM Production line
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Autocrypt= BIE{Q1 AOB| EOLS X|UstD] E9I3, 7|5 X BAES XXY DY Bt0] A1
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S Development of &
| ¥ cybersecurity solutions

-
Cybersecurity solution / |
Technology

Partner ‘ - AUTOCRYPT,

rd

OEM/ Tier-1 Requirements
& Strategies

Designated PM
Cybersecurity engineers
Y unty gl _ Security Testing Team
Consultants
Testing/Auditing Team

4+

Partner's
cybersecurity group

—— Consulting Group
Partner On-Site

Test Solution Dev. Team

HUYE|E AITHE fISF AHOIH 2Ot 7|& 20RO =4 H7F #WOh2 Autocrypte] &2 A7 Hatsta,
Atgh 7|=0 ZEetof met AL Moty AYS Ofsdts M=AHMQL Sa M A 2 AHito| 2 5= ALY,
HOhe A3 B|UsEl DEO| OfL|ztn Yon 2t THEL{Q THEL{Q| Of7 X W REX Q7 Ao
A HE2SteE O AAREHE ZHR 2 QUL

|
For more information about Autocrypt's comprehensive cybersecurity offerings for SDVs, CAVs,
and EVs, visit www.autocrypt.io or contact global@autocrypt.io
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